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Samba

● File and print sharing
– SMB / CIFS, SMB2 and SMB3+ dialects

● Authentication
– NTLMv2 and Kerberos

● Identity mapping
– Windows SIDs to uids and gids
– Active Directory domain member or domain controller



Clients

● Windows
– Reference client
– Protocol specification publisher

● macOS
– AFP replaced by SMB2 as default for Mavericks (2013)

● Linux
– CIFS kernel module and Samba smbclient



Clustered Trivial Database (CTDB)

● Samba persistent state stored in TDB key-value store
● Share some of this state across multiple nodes

– Cluster consistent database
– Reliable messaging

● HA features bolted on
– Monitoring and failover
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Samba Ceph Integration

● Tech-preview in SES5
– SLE-HA provided for scale-out clustering

● CephFS module for Samba: vfs_ceph
– Maps SMB file and directory I/O to libcephfs API calls

● Active Directory membership
● POSIX Access Control Lists (ACLs)



Samba Ceph Integration

● Ceph RADOS clustered mutex helper for CTDB
● Static cephx credentials

– Regardless of Samba authenticated user
● Ceph librados service integration (coming soon)



Testing

● Samba smbtorture
● cifs.ko fstests
● Interoperability

– MacOS, Windows, Hyper-V, etc.



Current and Future Challenges

● Cross-protocol client support
– Shared ACL model
– Coherent client caching

● Map leases to CephFS FILE and AUTH capabilities

● Unified authentication and user mapping
– Use Kerberos / AD for Samba gateway



Current and Future Challenges

● Multichannel support
– Experimental in upstream Samba

● Automated deployment

● Change notifications



Future Challenges

● Witness protocol
– Advertise Samba cluster state to clients
– Transparent client failover
– Load balancing

● Persistent handles



Future?

● Ceph backed key-value store
● Replace or modify CTDB

– Samba database API demanding
● Multiple processes and writers
● Record locking and transactions

● Object gateway
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